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SEC Brings Cybersecurity Enforcement
Action Against Registered Adviser

The SEC recently settled an enforcement action against a registered investment
adviser based on cybersecurity-related violations of the customer' information
safeguarding requirements of Regulation S-P (the “Safeguards Rule”). According to
the SEC order, hackers had infiltrated the adviser’s third party-hosted web server,
which contained the personally identifiable information of more than 100,000
individuals, including the adviser’s clients. Although it could not be determined
whether the hackers had actually accessed the personally identifiable information,
and there was no evidence of financial harm to any client, the SEC censured the
adviser for failing to adopt any written policies and procedures reasonably designed
to protect customer records and information (or take other steps), in violation of

the Safeguards Rule.

In light of the SEC’s focus in the area, private fund managers and other advisers
should assess their current approach to protecting customer information, including
compliance with the Safeguards Rule, and should anticipate scrutiny on cyberse-
curity issues in future SEC exams. See our previous K7rkland AIM discussing the
SEC’s announcement of its 2015 Cybersecurity Examination Initiative.

1 Under Regulation S-P, “customer” includes an individual who is a private fund investor or other-
wise has an advisory relationship with a registered investment adviser.


https://www.sec.gov/litigation/admin/2015/ia-4204.pdf
http://communications.kirkland.com/cv/29451a5f10aabe5b423eb4d177d9df65a322eb7c
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If you have any questions about the matters addressed in this Kirkland AIM, please contact the
following Kirkland attorneys or your regular Kirkland contact.

Norm Champ, P.C.
norm.champ@kirkland.com

+1 212 446 4966

Kevin R. Bettsteller
kevin.bettsteller@kirkland.com

+1 415 439 1427

Michael Chu
michael.chu@kirkland.com

+1 312 862 2101

Jaime D. Schechter
jaime.schechter@kirkland.com

+1 212 446 4979

Robert H. Sutton

robert.sutton@kirkland.com

+1 212 446 4897

Josh Westerholm
joshua.westerholm@kirkland.com

+1 312 862 2007

This communication is distributed with the understanding that the author, publisher and distributor of this communication are not rendering legal,
accounting, or other professional advice or opinions on specific facts or matters and, accordingly, assume no liability whatsoever in connection with its use.
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Scott A. Moehrke, P.C.
scott.moehrke@kirkland.com

+1 312 862 2199

Lisa Cawley
lisa.cawley@kirkland.com

+44 20 7469 2140

Matthew Cohen

.

matthew.cohen@kirkland.com

+1 415 439 4706

Aaron Schlaphoff
aaron.schlaphoff@kirkland.com

+1 212 446 4996

Jamie Lynn Walter
jamie.walter@kirkland.com

+1 202 879 5069

Corey Zarse
corey.zarse@kirkland.com

+1 312 862 2033
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