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Treasury Department Sanctions Russian
Entities and Individuals for Cyberattacks
and Election Interference, Indicating
Additional Measures May be Forthcoming
On March 15, 2018, the U.S. Department of the Treasury Office of Foreign Assets
Control (“OFAC”) designated five entities and 19 individuals in response to Russian cyberattacks and Russia’s attempted interference in the 2016 U.S. presidential
election. The sanctions represent the most assertive action to date by the Trump
Administration against Russia in response to its apparent interference in the 2016
election. Though the measures are narrowly tailored, the administration has indicated that there will be more sanctions forthcoming.
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The View from Washington
President Trump has been under pressure to impose sanctions on Russia since the
summer of 2017, when Congress overwhelmingly passed the Countering America’s
Adversaries Through Sanctions Act (“CAATSA”), which set time limits by which
the President had to take certain actions. Pressure increased over the last month as
Treasury had yet to sanction the entities and individuals identified in its January 29,
2018, report on Russian oligarchs, senior political figures and parastatal entities, a
report which was required under CAATSA. It became more acute last week, when
British Prime Minister Theresa May accused Russia of being behind the poisoning
of a former Russian spy and his daughter outside London. The U.S. joined the
U.K., France and Germany in condemning the attack and “a pattern of earlier irresponsible Russian behavior,” prompting the question of whether the Trump
Administration would retaliate.1
In announcing the new sanctions just days before Russia’s own presidential election,
Treasury Secretary Steven Mnuchin characterized the measures as “targeted,” given
that they only add certain Russian entities and individuals to U.S. government
restricted party lists rather than constitute wider sanctions on Russia more broadly.2
However, he added that Treasury “intends to impose additional CAATSA sanctions
… to hold Russian government officials and oligarchs accountable for their destabilizing activities by severing their access to the U.S. financial system.”3 It remains to
be seen what ultimately occurs, but it is possible this is the first in a series of Russiarelated sanctions.
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Summary of Sanctions Imposed
The March 15th announcement consists of related cyber sanctions on two types
of parties:
Malicious Cyber Actors
Treasury designated three entities and 13 individuals under Executive Order (“EO”)
13694, which predated CAATSA but was codified by Section 222 of the statute,
and is directed generally at persons outside the U.S. determined to be engaging in
“significant malicious cyber-enabled activities.”4 Those designated include the Internet Research Agency LLC (“IRA”), which on February 16, 2018, was indicted by
special counsel Robert Mueller in connection with the probe into Russia’s
attempted election interference.5 Treasury stated, e.g., that the IRA “tampered with
or altered information in order to interfere with the 2016 U.S. election.”6
Parties designated under the sanctions orders are added to OFAC’s List of Specially
Designated Nationals and Blocked Persons (“SDN List”). This means their assets in
the U.S. are blocked, their access to the U.S. financial system is cut off, and that
U.S. persons are generally prohibited from engaging in transactions with them. As a
practical matter, non-U.S. persons, such as EU-based global financial institutions,
likely also will refrain from dealing with SDNs in order to preserve their own access
to U.S. dollars. Some of the parties designated under EO 13694 were already subject to blocking sanctions for other reasons, but now are designated on the SDN
List for an additional reason.
Cyber Actors Operating on Behalf of the Russian Government
Treasury also designated two entities and six individuals under section 224 of
CAATSA itself, which “targets cyber actors operating on behalf of the Russian government.”7 These designations include Russia’s Federal Security Service,
(Federalnaya Sluzhba Bezopasnosti) (“FSB”), a Russian intelligence organization considered the successor to the Soviet Union’s KGB. In December 2016, OFAC had
previously designated the FSB under EO 13694, and therefore it was already on the
SDN List.
In announcing the sanctions, OFAC also amended and re-issued a General License
(“General License 1A”) (“GL 1A”) it had previously issued authorizing certain
transactions with the FSB.8 OFAC stated that GL 1A “only authorizes certain
transactions with the FSB acting in its administrative and law enforcement capacities.”9 These include those that are necessary and ordinarily incident to:
• requesting, receiving, utilizing, paying for, or dealing in certain licenses and authorizations for the importation, distribution, or use of certain information technology products in the Russian Federation;
• compliance with rules and regulations administered by, and certain actions or investigations involving, the FSB; and
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• travel to or from Russia, including those transactions required to enter into and
exit the country (i.e., complying with Russian border control requirements).10
GL 1A acknowledges the comprehensive role the FSB plays in Russia’s economy.
For example, as identified above, companies seeking to import into Russia products
that implement encryption first must obtain authorization from the FSB.11 Treasury sought to stop short of imposing sanctions that, in penalizing the FSB, could
also hurt the interests of U.S. companies. In issuing GL 1A, Treasury stated it “was
issued in order to ensure that U.S. persons engaging in certain business activities in
Russia that are not otherwise prohibited are not unduly impacted.”12

Key Takeaways
• Russia-related business carries increasingly heightened risk. Investors and companies contemplating business with a Russia nexus should conduct a careful assessment of all potential counterparties, including their beneficial owners.
• U.S. companies engaging in transactions with the FSB should carefully check
those activities against the terms of GL 1A, to ensure they remain in compliance
with the limits of what it authorizes.
• Additional Russia-related measures may be forthcoming in the near future, requiring ongoing diligence and reevaluation of potential vectors of risk.
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