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Things That Go Bump in the Night: Confronting
Data Protection Monsters in the M&A Closet

By Emma Het and Jnnifer Wilson

The revelations of the data security breach affecting at
leag 500 million Yahoo! Inc. user accounts at an ad-
vanced stage of a proposed billion-dollar acquisition of
the company by Verizon Communications Inc. is the
stuff of every dealmaker’s nightmares. The breach,
which has been brandished by tabloids across the
world as a “megatreach” and the “bigges hadk in higory,”
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isreportedly expected to result in substantial delaysto
deal closing, painstaking investigations and a reduced
purchase price. The stuation has recently been com-
pounded with Yahoo's Dec. 14 disclosure of another
record-breaking breach of more than one billion user
accountsthat occurred in Aug. 2013.

The Verizon/ Yahoo deal isnot the first merger and ac-
quistion (M&A) transaction to hit the headlines from
a data protection perspective, however. In the lead up
to the acquisition of WhatsApp Inc. by Facebook Inc.
in 2014, the proposed use and transfer of WhatsApp’s
user data to Facebook for targeted advertisng and
other purposes was publicly scrutinised by the U.S.
Federal Trade Commisson. Two years|later, Facebook’s
procesing of user data obtained from its WhatsApp
messaging service hasfound itself back in the spotlight.

Nought may endure but mutability!

While the Verizon/ Yahoo and Facebook/ WhatsApp ac-
quistions have perhapsthrus data protection into the
public spotlight of M&A activity, privacy concerns are
not (and should not be) limited to high profile deals
involving the world’sdigital and telecommunication gi-
ants. In aworld awash with more personal information
than ever before, data has become “the new al” and a




key busness asset for aimog all companies, even in re-
spect of those viewed as traditional “brick & mortar”
businesses. New technologies and business models have
led to data collection and analyss becoming an almost
ubiquitous business practice, viewed as essential to the
heartbeat of a busness in maintaining its competitive
edge. Coupled with this brave new information age in
which we live, the elevation of data protection compli-
ance asaboard level issue (particularly in light of moves
by European governments to introduce personal liabil-
ity for directors in respect of cybersecurity breaches);
growing customer awareness and expectationsregarding
the ways in which busnesses treat (and midreat) their
personal data; and the advent of antitrust type fines for
data protection compliance under the new General Data
Protection Regulations (GDPR) in the EU from May 25,
2018, are all factors contributing towards data protec-
tion becoming an increasngly important item in the
long list of itemsto be consdered as part of any business
sale or acquisition.

Degspite this shift in focus, data protection issues are of-
ten neglected by sellers, buyersand their advisorsduring
the M&A process, and key compliance issues may not be
identified until well into the transaction (or in some
cases, not at all). Consder for example, the announce-
ment by tour-booking and review ste Viator Inc. in 2014
that it had been the victim of a data breach affecting an
egdimated 1.4 million customers, only two weeks after
online travel ste TripAdvisor Inc. had acquired the com-
pany for over $200 million. At beg, failure adequately to
addressthese issues at an early stage in the process can
reault in a lag minute dash to find a compliance solu-
tion at a critical moment in the transaction. However,
where a target’s data forms one of its key assets, a criti-
cal or systematic failure to comply with applicable data
protection laws may mean that the entire busness
model on which a transaction is premised is not viable.
Targeted due diligence may therefore reveal issues that
go directly to deal value and in some cases, deal feasbil-

ity.

In short, data protection issues can no longer be after-
thoughtsin the process of selling or acquiring a busness
and pretransaction planning is critical. How then can
parties to an M&A transaction ward off data protection
monsters and uncover compliance skeletons in the
closet?

A gripping tale of . . . preparation,
preparation, preparation.

Like a terrifying character in any hairraisng horror
film, data protection consderationscan creep up on un-
uspecting partiesat any stage of a transaction. However,
partiesto a deal should prepare in advance for these is
uesto be addressed at three key touch points so as not
to be caught unawares:

s during the initial engagement, evaluation and pre-
deal planning process,

s during the due diligence process and negotiation of
transaction documents, and

s on completion of the transaction, during any infor-
mation technology (IT) integration or transfer of per-
sonal information to the buyer.

In addition to identifying potential data protection risks
and liabilities during due diligence into a target’s trad-
ing activities and operations, data protection compli-
ance issues exist as a result of the mere performance of
due diligence itself. Asalmog all M&A dealswill involve
the exchange of personal data between parties (often
with a crossborder aspect), these issues should be con-
sdered in the early planning stages of any transaction.
This article will address both compliance during the
M&A process itself, and the key consderations for sell-
ersand buyersin tackling potential data protection nas-
tiesin regpect of the target’s activities prior to and fol-
lowing the transaction.

Privacy concerns are not (and should not be)
limited to high profile deals involving the world’s

digital and telecommunication giants.

Lurking in the shadows: the initial
engagement, evaluation and pre-deal
planning process.

In light of the lessonslearnt from others M&A data pro-
tection horror sories, sawy sellers should invest ahead
of any transaction to make sure their house isin order
from a compliance perspective. In terms of compliance
with the U.K. Data Protection Act 1998 (DPA), this will
involve ensuring that the seller is compliant with the
eight core data protection principles enshrined in the
DPA. In particular, sllers should ensure any personal
data held by the company is adequate, relevant to the
purposes for which it has been collected and not exces-
sve for those purposes, and that it isnot being kept for
longer than necessary for those purposes. Prior to
completion, a seller should audit the personal data it
holds and assess compliance with the principles of the
DPA. In particular, at a basic level, consderation should
be given to the following:

s When was consent obtained to the processing of the
personal data involved and how was consent
provided?

s Was the fair processng information provided to the
individual data subjects clear and intelligible? How
was it provided?

s Which entity or entitieswithin the seller’s group con-
trol the personal data visavisthose group entities or
third parties that smply process the personal data?
Under the DPA, the data controller is the person or
entity who determines the purposes for which, and
the manner in which, any personal data are pro-
cesed. A data procesor, on the other hand, is any
person or entity who processes personal data on be-
half of and under the ingtructionsof the data control-
ler. In this context, it's worth noting that personal



data may at any one time be processed by awide num-
ber of different data controllers or data processors.

s To the extent that the seller acts as a data controller,
have appropriate notifications been made to the In-
formation Commissoner’s Office (ICO) in the U.K,,
and/ or other data protection authorities in the rel-
evant Member States in which the data controller
operates?

s Isthe personal data held by the seller, adequate, rel-
evant and not excessve in relation to the purposes
for which it is processed by the sller? Isthe relevant
data accurate, and where necessary, kept up to date?
Congderation should be given asto the purposes for
which personal dataisretained by the seller. If retain-
ing this information is unnecessary for the purpose
for which it was originally collected (e.g. to fulfil a
one off order by a cusomer), then the seller should
consider deleting thisdata prior to completion of the
transaction.

s Does the =ller have up-to-date privacy policies in
place that accurately reflect the nature of itsdata pro-
cessng activities? Are the commitments made to data
subjectsin these policies complied with in practice?

Before engaging with a target, potential buyers should
factor data protection and data security consderations
into their overall deal grategy given that these can im-
pact on a target’s busness objectives, regulatory profile
and overall valuation. Some key drategic issues to con-
dder include:

s Will there be any changes in the way the target col-
lects, uses, stores, discloses and protects both cus
tomer and employee personal data, in accordance
with the buyer’s srategic plans for the business?

s As a reault of the target’'s publicfacing privacy and
data-sharing commitments, will cusomer consents
need to be sought post-completion to amend the pri-
vacy policies? Will personal data acquired through
the target under exigting privacy policiesand fair pro-
cessing notices need to be kept separate to avoid any
usesof the data post-completion in contradiction with
these commitments?

s Doesthetarget’scurrent product and service offering
mirror the buyer’s plans for the future of the bus-
ness, or does the buyer envisage offering new prod-
ucts and services, or adopting new technologies or
platforms (e.g., payment processing platforms) which
could impact on the target’s privacy profile and com-
pliance requirements? Will privacy impact assess
ments and amendments to the target’s privacy poli-
cies, procedures or privacy-by-desgn efforts be neces
sary to support these new products, services and/ or
technologies?

s Doesthe acquirer intend to expand the busnessinto
any new markets of relevance from a data protection
perspective?In particular, doesthe acquirer intend to
enter into any highly regulated sectors (e.g., health
care or financial services)? Post-completion of the
deal, doesthe acquirer anticipate expanding the busi-

ness into any new countries, and if so, what impact
could this have on the target’s regulatory profile?

s If the buyer intendsto expand the busnessin terms
of its current product and service offering, cusomer
demographic or geographical reach etc., will any cus-
tomer profiling, market research or direct marketing
campaigns be required to support and measure the
success of thisexpanson? If o, what are the implica-
tions in terms of compliance with the relevant data
protection and direct marketing requirements?

Other basic preparatory considerations that should be
made by acquirersearly on in an M&A process, even be-
fore formal due diligence begins, include:

s identifying the volume and nature of personal data
(belonging to cugtomers, suppliers or vendors, em-
ployees and others) held by the target;

s evaluating what information is required to carry on
the business of the target post-acquistion;

s conddering if and how the buyer’s proposed use of
the personal data differsfrom the seller’scurrent use;
and

s determining whether the target isreliant on or stores
any sendtive personal data, regulated data or other
notable categories of personal data (e.g., data relat-
ing to children). Under the DPA, sendtive personal
data condds of information about a data subject’s ra-
cial or ethnic origin, political opinions, religious or
smilar beliefs, trade union membership, physcal or
mental health or condition, sexual life, or commis
son of or proceedings for any offence committed or
alleged to have been committed by the data subject.
It is also worth conddering the extent to which the
target processes any of the new “spedal categories of pa-
sonal data” due to be introduced under the GDPR
(namely, genetic data and biometric data, where pro-
cesed to uniquely identify a person). To the extent
the target holds large volumes of senstive personal
data; the buyer will want to quickly establish which of
the conditions for processing sendtive personal data
the target isrelying on.

If personal data contained in disclosures cannot be
anonymised, parties may need to adopt a risk-based
approach.

Given the grategic importance of many of these issues,
parties on both the sell and buy sde should review the
target’sprivacy policiesand applicable lawsto determine
what personal data can be shared by the target during
the due diligence process and any notable resrictions
on trandfers of personal data that could impact on the
transaction (discussed further below) at an early stage in
the evaluation of a potential merger or acquisition.



In the spotlight: investigating and addressing
potential data protection issues.

As discussed above, transfers of personal data between
potential acquirersand sellersare aimosgt inevitable dur-
ing the disclosure and due diligence stages of an M&A
transaction. Under the DPA, a seller acting asa data con-
troller in respect of any personal dataisrequired to no-
tify the relevant data subjects of the disclosure of their
personal data to any third party, including a prospective
acquirer of the business. In some circumstancesthe con-
ent given by the data subject at the time of data collec-
tion (e.g. in an employment contract or privacy policy)
may contemplate and cover onward transfer of personal
data in a sale context. In most circumstances, however,
notifying the relevant data subjects is likely to be com-
mercially undesirable given that the parties will be tak-
ing significant efforts to keep knowledge of the pro-
posed deal to a limited group of individuals.

Anonymisation

One way of avoiding having to provide fair processing
notifications at this sage would be to fully anonymise
any personal dataincluded in the information to be dis-
closed to the prospective buyer and itsadvisors o that it
falls outsde the scope of the DPA. In reality, effective
anonymisation of all personal data contained in due dili-
gence disclosures may be impracticable. Alternatively,
sllers should consder holding back all personal data
during due diligence until a later stage in the transac-
tion (for example, once exclugvity with one potential ac-
quirer hasbeen granted, thereby limiting the number of
potential recipients of the personal information).

A risk-based approach

If personal data contained in disclosures cannot be ano-
nymised, parties may need to adopt a risk-based ap-
proach, which weighsup the need for disclosure against
the commercial and legal risks (based on the volume
and sensitivity of personal data involved). In any case,
where disclosures of personal data (as opposed to sensi-
tive personal data—see further below) are unavoidable,
<llers should seek to minimise the volume of personal
data provided to prospective acquirers as far as possble
and limit disclosures to those that are absolutely neces
sary to the due diligence exercise or transaction as a
whole. In addition, the risk of onward disclosure of per-
sonal data should be reduced by requiring prospective
buyers to enter into non-disclosure agreements includ-
ing confidentiality undertakings that ensure the per-
sonal data will only be used to evaluate the asets and li-
abilities of the busness and will be returned to the sell-
ers and/ or adequately deleted should the merger or
acquistion not go ahead.

It may also be necessary to include redrictions in such
non-disclosure agreements on the potential buyer and
its advisers from transferring personal data outsde the
EEA, or if such crossborder transfers are necessary (for
example, where a buyer based outsde the EU is consid-
ering an EU target), only allow such transfersiif certain
conditionsare met (such asentry into sandard contrac-
tual clauses). In most M&A deals, non-disclosure agree-
mentswill be entered into prior to the due diligence ex-

ercise. However, parties should be alert to any likely dis-
closures of personal data that may be made prior to the
formal due diligence process, and back-date the effec-
tive date of non-disclosure agreements as appropriate to
protect such information. From a practical sandpoint:
access to personal data should be in a secure environ-
ment; electronic transmissons of data should be en-
crypted; thirdparty hosts of data should be carefully vet-
ted; and those given access should accept the confiden-
tiality and purposedimitation undertakings mentioned
above as a grict condition of access.

Categories of data

In terms of particular categories of data which may be
relevant to a disclosure exercise:

s It isrecommended that all customer and supplier
data, where it congitutes personal data (e.g., per-
sonal contact details) or sendtive personal data, is
anonymised prior to disclosure to a prospective pur-
chaser asthere isno bassin the DPA for the release
of such information as part of the consderation of a
merger or acquistion process (absent individuals ex-
press consent). Again, a risk-based approach can be
taken dependent on the volume and senstivity of per-
sonal data. For more information, see below under
“Facing the nightmare: assessng the risk of non-
compliance.”

s Disclosure of sensitive personal data (e.g. medical
conditions of identifiable cusomers, sckness and at-
tendance recordsrelating to employees, race and eth-
nicity of individuals—see defined terms below) will
invariably require a data subject’s explicit consent
and should be avoided. Generally, such disclosures
should not be necessary in the context of due dili-
gence exercises. As an alternative, the seller may dis-
close aggregated data from which the individuals can-
not be identified (e.g. the number of cusomers with
a particular condition, or employee absence levels).

s Asregards employee personal data, the Transfer of
Undertakings (Protection of Employment) Regula-
tions 2006 will require a seller to provide the buyer
with certain information about transferring employ-
ees, including their identity prior to completion of
the transaction. Any such information will be pro-
vided under alegal obligation and doesnot therefore
need to be anonymised to comply with the DPA. How-
ever, any additional information on employees will
not need to be provided by the sller under a legal
obligation and should therefore be anonymised asfar
as possble prior to disclosure.

Tailored due diligence

In terms of the assessment of a target’s data protection
compliance and information security profile, due dili-
gence should be tailored asfar aspossble to the compa-
ny's trading activities and operations. In the digital age
and particularly in light of the overreaching principle of
“accountability” underpinning many of the provisons of
the GDPR, smply reviewing privacy policies and data
protection provisons in employee contracts etc. in a
vacuum is no longer adequate.



Transactional lawyersadvisng atarget’srisk profile from
a data protection perspective should adopt a holigtic ap-
proach which not only assesses how that company gath-
ers, uses, sores, protects and destroys personal data ac-
cording to the black letter of its general information
governance policies and contracts, but also whether
these procedures are followed in practice. To do s, as
well asrequegting the target’s privacy policies and inter-
nal guidelines for use of personal data, it is also worth
aking management of the target (or, even better, the
target’s data protection officer if it hasone) to provide:

s A “map” of the target’s data flows, outlining where
and how it collects and stores personal data and any
related security controls in place in respect of the
platforms and syssems used to collect and store data.
Thisinformation will be key to building a solid under-
ganding of where the target’s personal data is stored,
how it is governed, who has accessto it and actual or
potential issues around security of the personal data.
Digging into the target’s security framework for how
data is collected and stored may quickly unearth red
flags in the early stages of the deal (e.g., if no or
scarce security controlsexist).

s Copies of the target’s employment agreements, em-
ployee handbooks and contracts with customers (in
% far asthese contain information on data protection
and fair processng notices, and consents to process
ing of personal data). Data protection provisons in
agreementswith data processorsappointed by the tar-
get should also be reviewed.

s Copies of documentation and policies relating to
how the target handles data subject access requess,
data breach management, information governance
and the retention, encryption and destruction of per-
sonal data

s Documentation on security auditsand privacy impact
assessments carried out by the target. Unsurprisingly,
audit and privacy impact assessments are due dili-
gence gold and could provide the ultimate key to dis-
covering atarget’scompliance skeletonsin the closet.

s Documentation on physcal security guidelines and
access guidelines to offices, data centres, computer
rooms and servers.

s Security checks and controls related to hiring em-
ployees, including whether background checks are
carried out. A company's data security is only as
grong as its weakest link. Heed the horror stories of
corporate espionage, in which a busness hires an
“ex” employee of a competitor who, weeks after join-
ing, mysterioudy walks out of the building with the
busness crown jewels in terms of its commercially
sendtive information and trade secrets. From a data
protection perspective, it isimportant to understand
what controls (if any) are in place when it comes to
access by employees to critical data sysems and re-
positories. A company that allows employees of all lev-
elsto accessfreely its stores of personal data, without
any data separation or ringfencing of particular cat-

egories of personal data, suggeds lax information
governance and data security practices.

s A “team sheet” of the individuals responsble for
data protection compliance and information security
within the target, and confirmation as to how well
these individuals are resourced for the task at hand.
In thisrespect, it isworth noting that the GDPR will
require that dedicated data protection officersare ap-
pointed by all public authorities, aswell as by organi-
sations (regardless of whether they are data control-
lers or procesors) where the core activities involve
“regular and systematic monitaring of data subjeds on a
large scalé’ or where the entity conducts large-scale
processing of “spedal categories of pasonal data” (such
asthat revealing racial or ethnic origin, political opin-
ions, religious or philosophical beliefs). While the
GDPR does not egtablish the precise credentials data
protection officers must have, it does require that
they have “expat knomMedge of data protetion law and
pradices” As such, the resourcing and level of exper-
tise of an organisation’s data protection officer is
likely to become a useful indicator of a target’s com-
pliance profile under the GDPR.

s As an obvious point, information relating to the tar-
get’s risk profile, including regarding any historic
data breaches (actual or attempted), as well as data
subject complaintsor investigationsby the ICO (in re-
spect of companies based in the U.K.) or any other
data protection authorities should be requested.

s An increasngly important road map for buyers will
be the target’s IT business continuity plan, and infor-
mation asto testing or implementation of thisplan in
practice. This information should point to the key
risks and details of the target's IT sytem, and may
even serve as a useful sgnpost for potential issuesto
be confronted pogt-acquidtion in terms of the inte-
gration of the buyer and seller’'s|T sysems.

s Beyond athorough review of the target’s privacy poli-
cies, inquidtive buyers may also consder (anony-
moudy) sgning up online to newdetters or other
communications from the seller to test the extent to
which its privacy commitmentsto cusomers are hon-
oured in practice. An influx of spam from unrelated
third partiesasa result of doing so, may suggest a tar-
get issharing personal data with third parties (which
may or may not be detailed in its privacy policy).

The overreaching objective in requesing the above in-
formation and documentation should be to paint a de-
tailed picture of the overall data protection health and
well-being of the target. Of course, there is no magic
wand to this type of due diligence and the quegions
asked and documentation requested should be tailored
to the nature of the target’s business and industry sec-
tor, aswell asthe buyer’'s grategic plansfor the busness
(as discussed above). In addition, the level of diligence
carried out may be dictated by a number of factors (in-
cluding the risk tolerance of the buyer and time con-
graintsaround the speed at which the deal isto occur).
Arguably, limitations in the depth of due diligence re-
aulting in spooky data protection “unknowns’ should



trandate into more fulsome representations and warran-
tiesin the deal documents. On the other hand, unearth-
ing compliance issues though detailed data protection
due diligence is also likely to lead to stringent and ro-
bug data protection provisons and pre or pos-
completion undertakings from the seller in the transac-
tion agreements.

Either way, the findings of the seller’s data protection
due diligence will dgnificantly inform the representa-
tions, warranties and indemnities sought from the seller
in the deal documentation. By way of example, sllers
should be asked to warrant that the target has. (i) pro-
vided adequate notice and obtained any necessary con-
sents from data subjects required for the processing of
personal data; (ii) abided by any privacy choices (includ-
ing opt-out preferences) of data subjectsrelating to per-
sonal data; (iii) adopted appropriate technical, physcal
and organisational measures and security sysems and
protocols designed to protect personal data againgt acci-
dental disclosure or unlawful access, (iv) put in place
written agreements with all data processors which com-
ply with data protection laws and the target’s own pri-
vacy policies, and (V) not experienced any breach, secu-
rity incident, or violation of data protection laws, or of
its own privacy policiesin relation to personal data.

Data protection considerations in merger and
acquisition deals do not end with the signing of

transaction documents.

The buyer may also want to seek indemnitiesin respect
of any breaches of data protection laws, on a general ba-
sisor in relation to specific concernsidentified through
its due diligence. In negotiating the survival period of
these provisons, a buyer should consider the length of
time required to fully integrate the IT sysemsof the tar-
get and secure the target’s network following comple-
tion, aswell asany limitation periodsfor data protection
related claims and invegigations.

Address red flags without delay

Notwithstanding the need for carefully crafted represen-
tations and warranties in the deal documentation, at a
practical level, dgnificant data protection red-flags un-
covered by due diligence should be addressed without
delay. If the risks or wulnerabilitiesin the target'sIT se-
curity framework are significant, or key personal data is
tarnished in a material way or cannot be transferred to
the buyer, the value of the target may be affected and a
renegotiated purchase price may be appropriate. Alter-
natively, if data protection or security issues can't feas-
bly be resolved prior to completion, buyers may need to
consder how bes to apportion financial risk with the
<ller, for example, by requiring an escrow account to
hold back part of the purchase price to address poten-
tial post-closng liabilities. As the sellers are unlikely to
be in a postion to asess thes liabilities post-
completion, thisislikely to entail detailed provisonsbe-
ing negotiated as to the mechanisms around this hold-

back. At a more prescriptive level, buyers may ask that
the target takes specific remedial steps prior to comple-
tion, such asamendmentsto its privacy policies and fair
processing notices, the implementation of certain secu-
rity measures (such as encryption or more regular back-
ups of data), or the tightening-up of data protection
provisons in the target’s agreements with data proces-
0rs.

The aftermath: avoiding post-completion data
protection fallout.

Data protection considerationsin M&A dealsdo not end
with the signing of transaction documents. While (or,
mogt likely, before) celebratory champagne corks are
popped, data protection practitioners must ensure that
any transfers of personal data as a result of the transac-
tion are compliant with data protection law. The pos-
tion will differ depending on whether the transaction is
an asxet or share sale. On a share acquistion, as there
will be no actual asset transfer other than relating to the
shares in the target company, the identity of the data
controller will not change on completion. As a result,
fair processing information doesnot need to be given to
the relevant data subjects, unless the acquirer proposes
to use their personal data for a new purpose. From a
reputational and customer service perspective, however,
acquirers may wish to notify data subjectsthat their data
has“changed hands.” Thisislikely to be the case where,
for example, the identity of the target asa member of a
particular group was an important bass on which the
data subjects originally entrusted the target with their
personal data.

In an asset sale, the transfer of personal data on comple-
tion of abusinesssale will amount to processing. Asboth
parties are effectively acting as data controller at the
point of transfer, both partieswill be under a duty to in-
form the data subjects that their personal data is trans
ferring to a new data controller. In practice, it isseen as
adequate for one of the partiesto provide this notifica-
tion. For practical reasons and as the seller will no lon-
ger be the data controller of that data post-trandfer, it is
more common for the buyer to notify the data subjects
on behalf of both parties. As a reault, contractual assur-
ances to the effect that the buyer will provide appropri-
ate “fair processng information” to the relevant data
subjects are often contained in the deal documentation.
Data subjects express consent will need to be obtained
by the buyer (in both an asset and share sale) before it
isable to use the personal data acquired asresult of the
transaction for any new purposes not already detailed in
the target’s privacy policies and cusomer agreements.

To the extent that the data being transferred in an asset
sdle is sendtive personal data then, under the black let-
ter of the DPA, the seller or original data controller
must obtain the express consent of the relevant data
subjects before the sendtive personal data can be trans
ferred to the buyer, unless one of the alternative (and
very narrow) basesfor processng sendtive personal data
set out in Schedule 3 of the DPA is present.

In respect of employee sensitive personal data, this may
include the fact that the transfer isnecessary for the per-



formance of the outgoing data controller’s obligations
under employment law (including in compliance with
the Transfer of Undertakings regulations (TUPE)). Be-
yond employee data, however, it is difficult to think of
an asset sale satisfying any of the other conditions set out
in Schedule 3 of the DPA. Where obtaining express con-
sent to the transfer of any other categories of sendtive
personal data is not feasble, sellers and acquirers may
therefore find themselves in a compliance conundrum
on the point of transferring such data as part of an asset
sale. Given the nature of sendtive personal data, a care-
ful assessment of the likely impact on the relevant data
subjects should be carried out. Any transfers of senstive
personal data likely to cause the data subject damage or
digtress should be avoided at all costs. Where consent to
the transfer of sendtive personal data cannot be ob-
tained, to the extent that such transfers are highly un-
likely to cause damage or digress to the relevant indi-
viduals, parties may be forced to adopt a risk based ap-
proach (discussed below).

Facing the nightmare: assessing the risk of
non-compliance.

As discussed above, at certain stages during the M&A
process, partiesmay be backed againg awall from a data
protection compliance perspective and may need to
weigh up the enforcement and reputational risksof non-
compliance visavisthe commercial risk of not proceed-
ing with the transaction. Currently, the enforcement
risksin the U.K. are asfollows

s While breach of aprinciple of the DPAisnot in itself
acriminal offence, the ICO hasthe power to issue an
enforcement notice, which will require the data con-
troller to comply with the relevant principle, or cease
the non-compliant processing, within a specified pe-
riod. Failure to comply with such a notice is a crimi-
nal offence.

s A data controller may also face a fine (a monetary
penalty notice) aswell ascivil proceedingsif there has
been a serious breach of the data protection prin-
ciples. The ICO has the power to impose financial
penalties of up to 500,000 pounds ($620,610) for a se-
rious contravention of the data protection principles,
where the contravention was of a kind likely to cause
substantial damage or substantial distress. In an asset

sale, where sendtive personal data is disclosed or
transferred to the buyer, the failure to comply with
the requirement to obtain a data subject’s explicit
consent to the transfer of such datato anew data con-
troller, islikely in itself to be viewed as causng dam-
age or distressto the data subject.

Beyond the criminal and civil sanctions attached to con-
traventions of data protection laws, sellers and buyers
alike should be aware of the adverse reputational impact
abreach of data protection law during the M&A process
or transfer of cusomers or employees personal data
may have on the ongoing business. In addition, recent
examples of regulatory bodies more closely scrutinisng
data protection issues in M&A transactions, coupled
with the introduction under the GDPR of fines for non-
compliance of up to 4 percent of annual worldwide turn-
over of the preceding financial year or 20 million euros
($20.8 million) (whichever isthe greater), are likely to
focus attention on data protection requirements during
the M&A process, and raise the stakes in terms of carry-
ing out thorough due diligence. We expect to see inter-
eging developmentsin this area of M&A processin the
next few years.

Sweet dreams. . . .

In an erawhere personal data has become the lifeblood
of many businesses, a company’s observance of data pro-
tection laws can go to the value of the busnessto a po-
tential buyer. Asrecent headline grabbing horror stories
have demonstrated, buyers cannot afford to be kept in
the dark with regards any data protection nagies. There
isno longer an excuse for data protection due diligence
to be overlooked or inadequately tailored to a target’'s
risk profile. Data protection issues should be carefully
conddered, planned for and handled at the outset and
throughout the M&A process. Strategic issues with data
protection at their core can creep up at various stages of
a deal, including during the development of an acquisi-
tion or approach drategy at the geness of a deal,
through to the integration and transtion strategy post-
completion. Data protection issues don’t vanish on
completion, and wary buyers should continue to assess
and review progress in meeting data protection compli-
ance requirements and audits following sgning of the
deal lest they continue to be haunted by compliance
ghosts of the past.



