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W

ITH MUCH FANFARE, THE U.S.
Department of Justice and U.S. Federal
Trade Commission have each launched
major initiatives to evaluate the application of the antitrust laws to the conduct
and deal activity of major technology firms. The DOJ has
created a task force reporting directly to the Attorney
General.1 The FTC has created an entirely new Technology
Enforcement Division and initiated a retrospective study
under its Section 6(b) authority.2 What will come of these initiatives remains to be seen.
This article focuses on an equally significant—but much
more subtle, incremental, and long-term—investment by
the FTC in consumer protection enforcement in this same
sector. As discussed below, there are several important areas
of significant recent change and ongoing ambiguity in the
Commission’s expansive enforcement program relating to ecommerce and technology, including issues relating to disclosure standards, data security practices, and privacy.
We began work on this article before the COVID-19 mitigation efforts upended commerce and our way of life earlier this year, with the expectation that the upcoming election
would be the primary event impacting FTC enforcement.
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While the effects of this unprecedented situation on our
economy will not be fully visible for some time, it appears
that a significant expansion of consumers’ use of e-commerce
has occurred. It is hard to envision this shift or the other
implications of the COVID-19 situation diminishing the
FTC Bureau of Consumer Protection’s focus on the technology sector. It is likewise hard to imagine that the 2020
election will lead to a reduction in the attention the FTC
directs to enforcing the consumer protection laws in this
space—the agency is very active in this technology and ecommerce during the current Republican administration,
and the Democratic FTC Commissioners Rohit Chopra and
Rebecca Slaughter have been calling for even more expansive
and aggressive enforcement.3 Thus, scrutiny of technology
and e-commerce ranging across the entirety of the Bureau of
Consumer Protection’s mission is likely to continue.
Advertising Disclosures
The FTC in 2000 issued, and in 2013 revised, its “.com
Disclosures,” a guidance document discussing the applicability of consumer protection laws to online marketing.4
These guidelines state that online advertisers have the same
legal obligation as print and television advertisers to ensure
that disclosures are “clear and conspicuous.” But despite the
FTC’s devoting several dozen pages to the issue, exactly what
makes an online disclosure clear and conspicuous is less black
and white than one might expect, as illustrated by FTC v.
DirecTV.
In DirecTV, the FTC sought a nearly $4 billion monetary
remedy in connection with claims that the company failed
to adequately disclose certain terms of purchase for its satellite television service.5 The FTC challenged DirecTV’s print
advertisements as “tout[ing]” an “eye-catching $19.99 monthly rate for twelve months without clearly explaining that”
consumers were signing a two-year commitment, that the
introductory rate would end after the first year, or that consumers would be charged a fee for early cancellation.6 The
FTC further asserted that DirecTV’s online disclosures were
deficient because, among other things, DirecTV failed to adequately disclose that it would bill consumers for premium
channels “unless consumers took the affirmative step of canceling” before the free introductory offer period ended,7 and
because certain key terms of the subscription service were
presented (in at least one version of the website) through
hyperlinks, info hovers, and tool tips.8 At trial, upon the conclusion of the FTC’s case in chief, the court expressed doubts
that the FTC had met its burden of proof. The court then suspended the trial and roughly a year later dismissed the portion
of the case relating to DirecTV’s print advertisements.9 The
FTC subsequently abandoned its remaining online disclosure claims, apparently recognizing that there was a significant
likelihood that the court would find DirecTV’s online disclosures compliant. The dismissal eliminated the possibility of
a judicial ruling addressing the application of the clear and
conspicuous standard in the online environment.
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DirecTV suggests that there may be a material gap between
the FTC’s interpretation of the required disclosures in an
online context and the interpretation that will be enforced by
at least some courts, and creates significant ambiguity regarding the disclosure standards applicable to e-commerce sales
and marketing. To date, to our knowledge, the FTC has said
virtually nothing regarding the implications of the DirecTV
decision and the agency’s subsequent decision to dismiss the
remainder of the case.10
Other litigated FTC cases provide little information
regarding whether the FTC’s approach to the clear and conspicuous standard in the context of online disclosure is (or
will be) accepted by courts. In general, past FTC actions
involving e-commerce disclosures have challenged obviously deficient (or nonexistent) disclosures and/or have concerned scams, and thus do not illuminate the line between
adequate and inadequate disclosures. For instance, FTC v.
Cyberspace.com involved what appeared to be “a check, usually for $3.50” addressed to the recipient that also had “small
print disclosures” on the back “revealing that cashing or
depositing the check would constitute agreement to pay a
monthly fee for internet access” that would be billed through
the recipient’s monthly phone bill. The case was decided
and affirmed on summary judgment because the communication “create[d] an overall impression that the check resolves
some small outstanding debt” rather than creating a contract
to acquire internet services.11 Similarly, FTC v. Grant Connect
addressed disclosures that were, in the words of the court,
“buried by the larger, sensationalized text regarding the
amount of credit, the zero percent interest, and the images of
a traditional credit card.”12 These fact patterns are so clearly
noncompliant that they do not provide much guidance
regarding the standards for sufficient disclosure and did not
warrant detailed discussion and analysis delineating compliant versus noncompliant disclosures by the fact finder.
The FTC’s recent informal proceedings confirm rather
than remedy the lack of clarity. In September 2016, the FTC
hosted a workshop titled “Putting Disclosures to the Test,” in
which the FTC explored testing and survey methods that
companies can use to evaluate the effectiveness of advertising
disclosures.13 In that workshop, a number of panelists presented information on different types of testing available to
companies to help them understand whether their disclosures
are seen and understood by consumers, ranging from mall
intercept studies and small-scale qualitative studies to lab
and eye tracking studies.14 But implicit in the need to test disclosures is the absence of consensus regarding the criteria
that would render disclosures legally compliant. For many
companies, testing advertising disclosures may be unrealistic
due to the cost and time involved; hence, the recommendation to test various disclosure strategies to determine their
adequacy is often impractical.
In June 2019, the agency held a workshop entitled “That’s
the Ticket” focusing on covered disclosures relating to online
ticket sales. A key topic addressed during the workshop was
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drip pricing,15 a practice in which fees or charges added to the
advertised price are disclosed several steps into the purchase
process. To date, the FTC has issued a warning to hotel operators that the practice “may” be deceptive but has not pursued any enforcement actions.16 FTC Commissioner Rebecca
Slaughter has since commented on the “prisoner’s dilemma”
e-commerce merchants face when operating in a sector in
which drip pricing is common: “If just one seller moves to allin pricing, it may lose business to sellers who continue to hide
the ball.”17
Further elucidation of these issues is needed. It has been
seven years since the .com Disclosures were last updated.
Consumers increasingly engage in e-commerce using mobile
devices, which come in a very broad range of screen sizes and
formats. Varying ad formats continue to proliferate and
increasingly complex transactions are occurring online,
including the sale of financial products and real estate.
Particularly in light of the DirectTV matter suggesting that
disclosures that the FTC may not believe are clear and conspicuous under the .com Disclosures can in fact be legally
compliant, gray areas abound. The FTC recently solicited
research on topics relating to online marketing, including
“[l]egal barriers to online marketing,” the “differences
between offline and online marketing,” and the “distinct features of social media marketing.” 18 The results of this outreach will be presented at an FTC conference on marketing
and consumer protection currently scheduled for October 2,
2020. Such solicitations often precede industry guidance.
Further discussion and examples from the Commission—in
the form of an update or supplement to the .com Disclosures
or in some other form—would assist e-commerce companies’
compliance efforts.
Alternative Business Models
From streaming video to meal kits to stylist-selected clothing
boxes, subscription-based business models have proliferated
online. According to a 2018 study by McKinsey, the subscription e-commerce market grew by more than 100 percent
annually from 2013 to 2018.19 The success of a wide variety
of e-commerce based subscription services suggests strong
consumer demand for and acceptance of these services.
The FTC has long been skeptical of negative option marketing,20 a common feature of subscription services, in which
a seller interprets a consumer’s failure to take an affirmative
action as consent to be charged for a product or service. The
FTC enforces the Restore Online Shoppers’ Confidence Act
(ROSCA), legislation signed into law in 2010, which provides
the FTC with authority to draft and enforce rules applicable
to online subscription services, including such services utilizing negative option structures.21
Unsurprisingly, in recent years, the FTC has focused its
enforcement in this area almost entirely on e-commerce services. For example, in December 2017, the FTC entered into
a $1.38 million settlement with AdoreMe, a subscriptionbased online lingerie and swimwear company, over allegedly
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Commission’s actions . . . is that companies
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consumers use and value free trial offers, but prescriptive
disclosure or cancellation mechanism requirements could
spur companies to promote their offerings in other ways that
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deceptive claims surrounding the terms of its subscriptionbased service.22 In addition, the FTC complaint also alleged
that the company violated ROSCA by making it inordinately difficult for customers to cancel their subscriptions,
including by forcing customers to cancel by telephone only.23
In September 2019, the Commission sued AH Media Group
for operating an online subscription program marketing “free
trials” of cosmetics and dietary supplements to consumers,
which allegedly required them to pay only $4.99 in shipping
costs.24 In reality, the FTC alleged, AH Media charged consumers roughly $90 for the products several weeks later and
enrolled them without their knowledge in subscription plans
for another substantial monthly fee. The FTC also alleged
that the company made it extremely difficult for consumers
to cancel their subscriptions in violation of ROSCA. The
FTC has pursued similar enforcement actions against many
other e-commerce companies advertising free trial offers for
failing to adequately disclose the automatic conversion to
paid subscriptions and/or the steps necessary to cancel.25
In September 2019, the Commission announced an initiative to revamp its existing negative option regulations,
including the Negative Option Rule. We fully expect this
process to lead to both heightened standards for compliance
and more aggressive enforcement activity. For example, the
Negative Option Rule currently addresses only pre-notification plans, a transaction structure in which a seller notifies its
customers of the contents of their next shipment and the customers have a certain amount of time to reject the delivery.26
The FTC’s press release announcing the initiative described
“whether the agency should use its rulemaking authority
under the FTC Act to expand the scope and coverage of the
existing Negative Option Rule” as an issue under consideration.27 We read the omission of the words “or contract” after
the word “expand” as a signal that expansion is likely.
In light of the success and prominence of many e-commerce subscription services, consumers likely have a higher
baseline understanding of these business models than has
existed in the past, and streamlined disclosures using features such as hyperlinks and tool tips may be sufficient in
some instances to avoid misunderstanding of the service’s
structure and terms. The possibility of chilling innovation
and practices consumers value through draconian disclosure

Data Security and Fraud Prevention
The FTC’s growing and evolving data security enforcement
program lacks a close pre-internet era analogue. The fundamental premise of most of the Commission’s actions in this
area is that companies have an obligation to reasonably monitor the security of their databases, platforms, and networks,
and take prompt and effective remedial action when issues
arise. The FTC typically invokes its authority to challenge
“unfair” practices under Section 5 of the FTC Act to police
data security practices, but the agency will also scrutinize a
company’s security- and fraud-related statements to identify
representations that could serve as the basis of a deception
theory. A key issue of ongoing uncertainty is exactly what a
company must do pursuant to the FTC Act to protect its data
or platform from third-party fraud, that is, what conduct is
“reasonable” versus unreasonable.
FTC v. Wyndham Worldwide Corp. in 2015 was the first
data security enforcement action to be litigated instead of
resolved by pre-litigation settlement and remains a landmark
case in this area. In Wyndham, the FTC alleged that the company’s data security practices were unfair, asserting, among
other things, that the company falsely touted “industry standard [security] practices.” 28 Wyndham contended that it had
been previously found PCI-compliant and, through a motion
to dismiss, Wyndham (1) challenged the FTC’s power to
bring charges against private companies for their data security practices as “unfair” practices under Section 5 of the
FTC Act; and (2) argued that the FTC’s enforcement regime
created constitutional vagueness problems because it was not
grounded in clearly defined enforcement standards (an argument that, as explained below, would later be embraced by
the Eleventh Circuit in the related context of scope of relief ).
In a 2015 ruling, the Third Circuit held that the FTC’s
unfairness authority is expansive, and that data security practices could be deemed “unfair” within the meaning of Section
5 of the FTC Act.29
In FTC v. LabMD, decided three years after the Third
Circuit’s decision in Wyndham, the Eleventh Circuit expressed significant discomfort with the lack of clear standards separating compliant data security practices from
“unfair” ones.30 In LabMD, the Commission initiated an
administrative challenge in 2013 against a diagnostic laboratory for failing to provide “reasonable and appropriate” security for consumers’ data, leading to the exposure of thousands
of patients’ personal information via a peer-to-peer file sharing network in violation of the unfairness prong of Section
5 of the FTC Act.31 After an Administrative Law Judge dismissed the complaint in 2015, concluding that the FTC had
failed to prove that LabMD’s conduct had “caused or [was]
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likely to cause substantial injury to consumers,”32 the Commission issued an order in 2016 reversing the decision and
requiring LabMD to create a “comprehensive information
security program.” 33 LabMD then challenged the order, contending (among other things) that the FTC did not have
authority to regulate companies’ data security practices—
the exact issue that the Third Circuit had decided in the
Commission’s favor in the 2015 Wyndham decision. On
appeal in 2018, the Eleventh Circuit declined to address
whether the FTC had such authority, thereby avoiding a
potential circuit split, but nonetheless declared the Commission’s order against LabMD—which “command[ed] LabMD
to overhaul and replace its data-security program” but contained no specific prohibitions—to be overly vague and thus
unenforceable, as it required the company’s data security
program “to meet an indeterminable standard of reasonableness.” 34
In the wake of LabMD, the Commission has continued
pursuing data security matters using slightly more detailed
enforcement orders.35 The 2019 FTC/Equifax settlement, a
matter brought with the Consumer Financial Protection
Bureau and 50 state attorneys and involving a $575 million
dollar monetary remedy, reflects the Commission’s current
approach. The consent order requires Equifax to conduct
annual assessments of security risks, implement appropriate
safeguards to address those risks, test and monitor the effectiveness of such safeguards, and conduct third-party assessments of its information security program on a biennial basis,
among other things.36 Whether and in what context(s) some
or all of these practices are necessary to avoid violating
Section 5 in the first place is unclear.
Additional litigated cases would shed light on the standards a company must meet to avoid data security and fraud
prevention practices that violate Section 5. In the meantime,
however, this area involves a healthy dose of “I know it when
I see it” prosecutorial discretion. But, because most Commission cases involve “red flags,” either in the form of internal or
external warnings 37 or clear overstatements of the level of
security provided,38 the absence of clear standards in this
area has not yet led to large numbers of litigated matters.
Should the Commission shift its enforcement efforts towards
closer-to-the-line conduct, as often occurs as enforcement in
a given area matures, clarity through formal guidance or
some other means regarding exactly what practices are sufficient would become much more important.
Matters involving allegations that platform owners have
inadequately policed and/or prevented fraud appears to be
one area in which the Commission is pushing the envelope
of its unfairness authority. In December 2019, the FTC and
the State of Ohio obtained a temporary restraining order
against Globex Telecom, Inc. for allegedly assisting and facilitating telemarketers that it knew (or consciously avoided
knowing) were violating the Telemarketing Sales Rule (TSR),
which prohibits calls delivering prerecorded messages.39 As an
extension of this effort, in January of this year, FTC Staff
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issued letters to 19 other VoIP service providers informing
them of their duties under the FTC Act and Telemarketing
Sales Rule to refrain from assisting and facilitating callers
engaged in illegal telemarketing or robocalling.40 The FTC
sent similar letters to three additional VoIP providers on
April 3, 2020, regarding the potential facilitation of COVID19-related scams.41 In addition, in 2019 the FTC sued the
parent company of several online dating services for allegedly maintaining inadequate practices to prevent scammers
from accessing its platforms, notwithstanding efforts to prevent such access.42 Further activity in this area may spur the
FTC and the courts to more clearly define and articulate the
fraud-prevention practices companies should employ to avoid
“unfair” conduct that violates Section 5.
Protecting Children
Another key FTC concern in e-commerce is the protection
of children. This year marks the 20-year anniversary of the
rule implementing the Children’s Online Privacy Protection
Act (COPPA)43—one of the first laws crafted at the advent
of the dot-com era to respond to the technological innovations of the internet. But despite 20 years of FTC enforcement, 2019 represented a near sea change in the FTC’s
enforcement of the statute, with the FTC changing the order
of magnitude of its monetary penalties. Early in the year the
FTC obtained the largest civil penalty to date for a COPPA
violation, from TikTok, of $5.7 million. Only six months
later, in September 2019, the agency obtained a settlement
nearly 30 times larger—$170 million—from YouTube.44 The
FTC did not in its public statements tie either penalty to a
clear formula or methodology. The basis for the dramatic
escalation in penalties, however, could—and in our view
should—be made more transparent.
As to TikTok, the FTC alleged that the company’s viral
video app, failed to adequately secure consent from parents
for collecting personal information from users under the age
of 13. According to the FTC, TikTok operated for three
years without asking users’ ages, and then, after changing its
practices, never retroactively obtained that information for
legacy users. In its blog post discussing the settlement, the
FTC focused on the substantive reach of COPPA: “Whether
a company intends—or doesn’t intend—to have a site directed to kids isn’t what controls the [COPPA] analysis. Instead,
the FTC will look to the site’s look and feel, as well as evidence that the company had actual knowledge that users are
under thirteen.” 45 Neither the blog post nor the other materials surrounding the settlement explained how the FTC
determined the civil penalty amount specified in the settlement.
In YouTube, the FTC alleged that that the company had
actual knowledge of child-directed “channels” on its primary
platform but did not seek to secure parental consent for the
collection of personal information from children viewing
these channels. The settlement requires YouTube to notify
channel owners of COPPA’s requirements and create a system

for channel owners to designate content as aimed at children, if appropriate. These requirements prompted YouTube
to shift its business practices, including to use machine learning to proactively identify children’s videos, require content
owners to inform YouTube if content is directed at children,
and cease serving personalized ads alongside child-directed
content.46 Neither the FTC’s press release nor the consent
order explain how the $170 million civil penalty was determined, but the Commissioner statements provide some
insights into the calculation. The Statement of Chairman
Simons and Commissioner Wilson stated that the penalty is
“higher than” YouTube’s “ill-gotten gains,” and that the
amount was determined by reference to “an analysis of the
civil penalty factors set forth in Section 5(m) of the FTC Act:
the degree of culpability; any history of similar prior conduct;
ability to pay; effect on ability to continue to do business; and
such other matters as justice may require.” 47 Commissioner
Chopra’s Statement calls into question whether the Commission’s calculation of YouTube’s gains was complete, and suggests that an alternative assessment of such gains would yield
a figure at least five times larger, exceeding a “billion” dollars.48
Collectively, these statements indicate that YouTube’s “gains”
derived from the COPPA violation were a key input into its
civil penalty calculations, there is a broad array of discretion
and variability in how such gains are determined, and other
unstated considerations also apply.
Whether through litigation, guidance, or a statement
accompanying a future settlement, the Commission’s
approach to determining civil penalties in COPPA matters
could be made much less opaque. Such transparency would
benefit both the Commission and companies and individuals operating online, including by expediting future
Commission settlement negotiations and arming individuals
with compliance responsibilities with a significantly greater
ability to concretely quantify COPPA exposure to decisionmaking executives.
Privacy and Information Sharing
One of the most important developments in the e-commerce
space over the last decade is that the FTC has become a—if
not the—leading privacy regulator in the United States. To
date, the FTC’s legal authority has been premised primarily
on its authority to prohibit “deceptive acts or practices”
under Section 5 of the FTC Act. While privacy practices
probably were not what Congress had in mind in 1914 when
enacting the FTC Act, the FTC has pursued dozens of
enforcement actions (all resulting in settlements) premised on
a theory that the defendant company misrepresented or failed
to disclose its data or privacy practices to users. 49 The
Commission has issued several statements and policy guidance documents setting forth its views on privacy, including
public statements by the commissioners made in a number
of privacy-focused congressional hearings.50 In 2019, the
Commission also filed a public comment on the widely-used
National Institute of Standards and Technology (NIST) pro-

posed privacy framework, which provides many companies
guidance on seeking to manage privacy risks.51
While the Commission has yet to litigate a privacy case, in
2019, the recently finalized order enforcement settlement
with Facebook broke the mold of prior Commission practice
in this arena.52 Through the settlement (which was approved
by the district court in late April), Facebook agreed to pay $5
billion to resolve the FTC’s allegations. This civil penalty is
the largest fine ever imposed by the FTC and the largest fine
imposed by any privacy regulator globally by many multiples.
The settlement also contains a number of novel and
notable injunctive relief provisions, including mandated corporate governance changes at the company. The proposed settlement requires the creation of two new committees of the
Board of Directors: one to oversee the company’s privacy program, and one composed of independent directors to nominate the privacy committee members. In addition, the order
requires that a designated compliance officer and the CEO
Mark Zuckerberg make quarterly and annual compliance
certifications on behalf of the company.
These new provisions go significantly beyond the kind of
remedies the Bureau of Consumer Protection has sought in
the past. They may reflect a new norm in the Commission’s
approach to privacy remedies, and the types of steps it could
assert are required of e-commerce and technology companies
possessing substantial consumer data. The settlement demonstrates the ways in which the FTC is thinking creatively
about new tools to ensure appropriate privacy practices and
its view of adequate disclosure to users as the internet and ecommerce present new risks for consumers.
Conclusion
The Commission’s steady-growth approach to enforcing the
consumer protection laws in e-commerce may be less likely
to generate headlines than launching a new Technology Division, but it is no less significant. Collectively, the enforcement
programs outlined above—which by no means include the
entirety of the Bureau of Consumer Protection activity implicating technology and e-commerce—reflect scores of enforcement actions, billions of dollars in monetary remedies, and
impact every aspect of consumers’ online experience.䡵
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